Jurnal llmiah Teknik Elektro Komputer dan Informatika (JITEKI)
Vol. 8, No. 1, March 2022, pp. 144-156
ISSN: 2338-3070, DOI: 10.26555/jiteki.v8i1.23697 144

Development of Proximity-Based COVID-19 Contact Tracing
System Devices for Locally Virus Spread Prevention

Ainul Fitriyah Lubis *, Basari 12
! Biomedical Engineering Program, Faculty of Engineering, Universitas Indonesia, Kampus Ul, Depok, West Java 16424,
Indonesia
2 Research Center for Biomedical Engineering, Universitas Indonesia, Kampus Ul, Depok, West Java 16424, Indonesia

ARTICLE INFO ABSTRACT

Article history: COVID-19 contact tracing is a preventive solution to slow the spread of the
Received March 25. 2022 virus. Several countries have implemented manual contact tracing as well as
Revised April 16, 2022 digital tracking using smartphone applications. A proximity-based COVID-
Accepted May 19, 2022 19 contact tracing system device using BLE (Bluetooth Low Energy)

technology focuses on tracking and controlling the spread of the virus in local
communities. The devices consist of a signal sending device (tag) and a signal
Keywords: receiving device (scanner). Suppose a system device is implemented in a
factory. The tag will be used by employees by placing it in the front pocket

Ef:gggth. of the factory employee's clothes or hooked on the shirt. The tag will
Covid_lg;' continuously send a signal that will be read by the scanner. This received
Contact tracing; signal with the received signal strength indicator (RSSI) format will be used
Proximity; to calculate the distance between the scanner and the tag. Then the distance
Health care will be used to determine the coordinate point of the tag, with calculations

using the trilateration algorithm. Therefore, the distance between tags can be
obtained, while with signal fluctuation, the actual coordinate point cannot be
obtained, yet proximity information can still be obtained by filtering distance
data at a specified time interval that is less than the threshold value of the
distance, 2 meters, then comparing the data with the overall data, resulting in
a percentage value. A high percentage, above 80%, indicates the closeness
between tags.

This work is licensed under a Creative Commons Attribution-Share Alike 4.0

Corresponding Author:

Basari, Universitas Indonesia, Kampus Ul Depok, Depok 16424, West Java, Indonesia
Email: basari.st@ui.ac.id

1 INTRODUCTION

Contact tracing is the process of identifying, investigating, and managing people exposed to a virus to
prevent further spread. If this process can be carried out systematically, contact tracing can break the chain of
disease spread and become an important tool for public health to control disease outbreaks. Contact tracing for
COVID-19 disease identify people who have been or might be infected with COVID-19 based on interactions
with confirmed COVID-19 people and monitors patients for the next 14 days [1]. COVID-19, or coronavirus
disease, is an infectious disease caused by the SARS-CoV-2 virus. The disease can spread from person to
person through droplets that come out of the mouth or nose that are emitted from people with COVID-19
disease when sneezing, coughing, or talking, and from droplets that hit an object and are touched by humans
and then through their hands the virus enters the body [2].

The proximity tracing tool is one of the tools categorized by WHO to find and trace the movements of
individuals to identify the possibility of a group of people who are exposed to the virus from an infected person
[3]. The contact tracing tools have been widely developed to identify COVID-19 cases, including using
Bluetooth signals from smartphones to collect proximity information from smartphone users to one another.
Information will be obtained centrally by the government or the agency authorized to implement the
application. For example, the TraceTogether application, which was developed and implemented by the
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Singapore government [4][5] and PeduliLindungi by the Indonesian government [6], as well as other research-
based on Bluetooth Low Energy (BLE) in smartphones with improvements in terms of overcoming privacy
and mechanisms for determining various contacts [7].

This research is a continuation of preliminary research that proposes an alternative to contact tracing in
local communities by using proximity-based system devices that use BLE and beacons. System devices are
installed in the monitoring area so that control can be carried out independently (not centralized), and
information can be obtained and processed quickly by the party responsible for the installation of the system
devices [8]. This solution is to implement contact tracing without using a smartphone and address the privacy
issues that are a concern of implementing contact tracing tools on smartphones [9].

The research contribution is to provide an alternative system for COVID-19 contact tracing tool which
can be applied in the local community or monitoring area and to explore the ever-evolving Bluetooth
technology and 10T (Internet of Things) applications that are highly relevant to today’s technological
conditions.

2 METHOD

This research was carried out in several stages of the process, namely devices and simulation scenario
development, measurement, setting, and experimentation. The process stages and parameters, both required
and generated by the system device, are illustrated in Fig. 1.
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Fig. 1. Research method

distance
and proximity

The development of devices and simulation scenarios is the first thing to do to prepare prototype devices
for the measurement and experiment process. Measurements were made to determine the constant values to be
used for the experimental process. The first constant value was obtained from the result of the scanner and tad
measurement at 1 meter. The second constant value was obtained from the result of measuring distances > 1
meter. Settings are made to place the scanner in a room or monitoring area and record all the coordinates of
the scanners. Experiments were carried out to calculate the coordinates of the tags in the room, calculate the
distance between the tags and determine the proximity between tags.

2.1 Devices Development

Location-based BLE [10] and beacons [11] are widely applied to indoor positioning systems (IPS). An
experiment to determine the distance between BLE tags and smartphone states that using a BLE device is more
accurate than Wi-Fi [12], and several experiments use both Wi-FI and BLE to provide IPS [13], [14]. Many
studies utilize the transmission signal strength, RSSI, emitted by a beacon or BLE device placed at several
locations or points in the monitoring area, and the signal from the beacon is received by a mobile device
(smartphone) to indicate the position of the mobile device. Several algorithms are used to determine the
position, such as fingerprint [15]-[18], triangulation [19]-[21], pedestrian dead reckoning (PDR) [22]-[24],
trilateration or multi-lateration [25]-[35], and artificial intelligence (Al) [36]-[38], as well as by combining Al
with fingerprint [39]-[42], trilateration and fingerprint [43], [44], and fingerprint and PDR [45].

What distinguishes this research from previous studies is the use of beacon devices on moving objects
and the placement of other BLE devices to receive signals from beacon devices at several locations or points
in the monitoring area and perform calculations to determine the proximity of the beacon devices. However, a
similar approach has been performed by [43] to localize a person in the house and by [32] doing an experiment
using a BLE device as tracking for IPS.

The proximity-based COVID-19 contact tracing system aims to detect the interaction of a group of people
in a closed room by calculating the distance and duration of the interaction between them. The devices consist
of signal sending devices (tags) and signal to receive devices (scanners). Suppose a system device is
implemented in a factory. The tags will be used by employees by placing them in the front pocket of the factory
employee's clothes or hooked on the shirt. Tags use a coin battery to supply the power needed to transmit the
transmission signal, and the tags are compactly designed for easy wear by the user. Scanners are devices that
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will be installed in the monitoring area. Scanners are also designed to be compact, so they are easy to install
and connect to a power source. The scanners serve to capture the signal emitted by the tags.

The scanners and tags that were developed for the measurement and experiment process are in the form
of prototypes, where the scanners are made using the ESP32 [46] system on chip (SoC) [47], and the tags use
the nRF51822 SoC. The ESP32 is a low-cost and powerful SoC with Wi-Fi capability and dual Bluetooth
modes (Classic Bluetooth and BLE). The ESP32 is integrated with an internal antenna switch, RF balun, power
amplifier, low noise amplifier, filter, and power management module. ESP32 is engineered for mobile devices,
wearable electronic devices, and 10T applications. ESP32 can achieve very low power consumption through
power-saving features [48] that have been widely used for Internet of Things (1oT) applications [49]-[52]. In
comparison, nRF51822 [53] is a commonly used very low power SoC suitable for BLE and 2.4 GHz wireless
applications, such as beacons.

Scanners are designed to be able to receive transmission signals from multiple tags at the same time as
other scanners. The tag is designed to continuously transmit a signal with on/off control to turn the device on
and off. The communication between the scanner and the tag uses the OASIS messaging standard protocol
(open collaboration standard) for the 10T, Message Queue Telemetry Transport (MQTT) [54]. MQTT is
designed as a lightweight messaging, publish/subscribe transport, making it suitable for connecting wireless
devices with small memory and minimal network bandwidth.

In the communication processes via the MQTT protocol, tags act as publishers and scanners as
subscribers, as shown in Fig. 2. The tags transmit the signal strength, RSSI, which is published to the Scanner
ID topic and sent to MQTT Broker. MQTT Broker transmits the signal to the scanners. MQTT broker is a
server that is set up for the communication process. Before communicating, the scanners must first be registered
by registering the MAC address of the devices to the broker server (MQTT broker) and setting the local network
key (Wi-Fi) to communicate wirelessly.

Publish: RSSI
Publish to taplc Seanner ID
p"'b“Sh RSSI Subscribe to topic: Scanner ID

MQTT Client MQ'I'I' Broker MQTT Client

Publisher: Tag Subscriber: Scanner

Fig. 2. Scanner and tag communication via MQTT protocol.

MQTT Explorer is a tool that can be used to view scanners that have been registered to the IP broker
server and to register the scanners to receive signals from tags. In Fig. 3, the MQTT Explorer shows that a
registered Scanner ID can capture the tag transmission signal and display the results of the signal measurement.
In the picture, the test Scanner ID can capture the transmission signal from one tag at a time.
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Fig. 3. MQTT Explorer for scanner MAC address (publish) registration and monitoring
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Fig. 4 shows the transmission signal of four tags received by one scanner at the same time continuously
displayed in the visualization of MQTT Explorer and the BLE scanner application on the smartphone.
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Fig. 4. The transmission S|gnal of four tags is received and visualized using MQTT Explorer (left) and BLE
scanner apps (right)

Four tags are tested to ensure that the devices can transmit a measurable signal, and then the scanner can
receive signals from all tags at the same time. BLE scanner apps from a smartphone are also used to test
receiving transmission signals from tags. The transmission signal strength can be different for each tag. It is
better to calibrate both from the tag and scanner side.

2.2 Simulation Scenario
A simulation scenario is a program that is used to perform a measurement to obtain constant values,

RSSqo and the exponent (n) of propagation model of signal transmission, and experiment. The experiment uses
constant parameter values both from the measurement results and standard values from the results of previous
studies to obtain proximity values between tags.

Fig. 5 shows the processes that exist in the research simulation scenario, where data from scanners and
tags are the input to the simulation processes. Transmission signal data is stored on the broker server in the
form of a flat-file containing signal strength information (in dBm), scanner ID, tag ID, and transmission time.
The simulation consists of measurement and experimentation. Measurements produce constant RSSq and
exponent (n) values for use during experimentation. The experiment performs calculations to obtain the
proximity between tags. With this simulation system, the measurement and experiment process can be repeated

as needed.
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Tags RSSI,
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Fig. 5. Simulation scenario for measurement and experiment

2.3 Measurement
Measurement is carried out to determine the propagation model of the signal emitted by the tags. The

emitted signal will be received by scanners, and its strength is measured to produce the RSSI value.
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Measurements need to be made because SoCs can have different signal strengths depending on the standards
of each manufacturer. The measurements taken are to check the constant RSSI value (RSSqo) at 1 meter, based
on the path loss model formula [55], [56]:

d
RSSI = RSS,, — 10nlogy, (d—) +X, 1)
0

where RSSy is the RSSI reference value measured at a specified distance do at 1 meter to the signal sender.
Parameter n shows the increase in path loss related to the distance, which is affected by the environmental
conditions of the monitored area. The standard value is n = 2 for obstacle-free area conditions [34]. And
measurements at >1 meter are also carried out to determine the propagation model of the transmission signal
and calculate the average path loss exponent (n) to be compared with the standard value of n. Fig. 6 shows the
position of the tag and scanner set as measured by placing the scanner on a wall and the tag on a pole parallel
to the scanner position.

Fig. 6. Tag (left) signal transmission received by a scanner (right) measurement

Measurements are made by placing the scanner and tag at the same height without any obstructions
between them. The scanner antenna is positioned facing the tag and vice versa, but there is still the possibility
of the tag position shifting from the initial position. The position of the tag is shifted from 1 meter to 10 meters
per 1-meter distance.

The first measurement was carried out three times for approximately 5 minutes with 1 meter between the
scanner and the tag. The propagation model was obtained as shown in Fig. 7.
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Fig. 7. RSSI measurement for distance 1 meter

The resulting propagation model is different for every 1-meter distance measurement, but a constant value
of RSSqo (C in Fig. 7 and Fig. 8) is obtained in the range of -60 and -62 dBm as a result of the statistical value
of RSSI mode in the experimental time range, the statistical value of the mode is used to overcome the
fluctuating factor of the signal [57].

The second measurement is carried out for 2 to 10 meters using the RSSq = -60 and -62 values and
obtained a fluctuating RSSI value, where the fluctuating level is large at 8, 9, and 10 meters, as shown in Figure
8. It is a consideration to place at least 3 scanners within a radius of < 8 meters to generate tag coordinates in
the monitoring area.
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Scatter Plot Path Loss vs Distance, C = -60, N = 2.08 Scatter Plot Path Loss vs Distance, C = -62.0, N = 1.77
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Fig. 8. RSSI measurement for distance > 1 meter (2 — 10 meters)

The exponent (n) value is obtained by entering the RSSI and RSSq values into equation (1) by averaging
the n values resulting from the calculation of each RSSI. From Fig. 8 the value on n = 2.08, the result of
calculation using RSSqo = -60, and n = 1.77, result of calculation using RSSq = -62, are in the middle of the
signal propagation model. It can be concluded that the constant values are representative enough to be used in
the path loss model to find the distance.

Table 1 shows the RSSqo and exponent values from measurements that will be used for the experiment,
along with the standard value.

Table 1. RSSyo and exponent values for experiment
No RSSw n (Path Loss Exponent) Description
1 -60 2 Standard value
2 -62 1.77 Measurement value

RSSqo -62 was chosen because of the three experiments carried out. Two trials yielded this value. The
exponent (n) 1.77 is from the results of calculations that have been described before.

2.4 Setting

Preparation before doing an experiment is to place scanners in a position that can reach the tracking in
the monitoring area. The scanner device uses BLE technology, where basically, the BLE specification does not
limit the number of connections between both peripheral and central devices [58]. The scanner, in this case,
functions as a peripheral device that reads transmissions from many tag devices, and the tag as a center that
can transmit signals that can be read by all scanners within a maximum BLE signal range of 10-50 meters [59].
In this study, the signal range is limited to only up to 10 meters according to the measurements made.

This experiment uses 10 scanners placed in the monitoring area as seen in Fig. 9 (left), where scanners
are placed on the ceiling of the room as seen in Fig. 9 (right), approximately 2.6 meters high, experiment by
[15] concluding that high BLE beacons can reduce errors in localization results. The monitoring area is an
office area consisting of bulkheads, tables, and chairs. Once the scanner is positioned, the coordinates of each
scanner are calculated by specifying one point from the corner of the room as a coordinate (0.0). Table 2 shows
the coordinate point of each scanner in the room. Table 3 shows the distance between scanners that is not more
than 8 meters.

The line in the room on the picture shows a partition, a light blue rectangle showing the workbench area.
The propagation of scanners is done randomly based on the estimate that for each point coordinate in the room
if placed a tag, the transmission signal will be readable by at least 3 scanners. The estimate is determined from
the results of measurements, where signal fluctuations are smaller at a distance of < 8 meters.

Coordinate scanners are calculated from the bottom corner to the left of the monitoring area in Fig. 9 as
a coordinate axis by taking measurements manually in the room.
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Fig. 9. Placement of scanners in the monitoring area (left) The scanner on the ceiling (right).

Table 2. Scanners Coordinate

Scanner ID Coordinate
11 (5.70, 0.35)
12 (0.35, 2.89)
13 (10.50, 2.88)
14 (8.71, 8.69)
15 (8.71, 12.03)
16 (3.91, 13.74)
17 (5.4, 11.39)
18 (0.21, 11.39)
19 (0.21,5.79)
110 (5.4,5.79)

The distance between scanners can be calculated from the coordinates of the scanner that have been
known before. The experiment calculations will only take into account the tag signal received by the scanner
at a distance of < 8 meters between the scanner and the tag. This is because, at a distance of 8 meters and above,
the fluctuations of the transmission signal are very unstable and irrelevant to measurements at a distance of <
8 meters. The calculation of the distance between scanners is carried out to find out whether the minimum
combination of three scanners as a reference can be fulfilled. As seen in Table 3, the minimum combination of
three scanners is met.

2.5 Experiment

The method of calculating point coordinates uses multilateration to predict the location of tags. Using
more references (number of scanners) can improve accuracy because the weight of the error generated by each
reference point will be reduced. Suppose that n reference points (total scanners that receive a signal from a tag)
are used.
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Table 3. Distance Between Scanners

Scanner ID 1 Scanner ID 2 Coordinate
11 12 5.922339
11 13 5.425947
11 19 7.728758
11 110 5.448266
12 19 2.903377
12 110 5.823444
13 14 6.07949
13 110 5.871806
14 15 3.34
14 16 6.967245
14 17 4.271545
14 110 4.400693
15 16 5.095498
15 17 3.371305
15 110 7.063547
16 17 2.782553
16 18 4.383207
17 18 5.19
17 19 7.635188
17 110 5.6
18 19 5.6
18 110 7.635188
19 110 5.19

The equation of the system will be [34]:

dy=(x— xl)z + - Y1)2
: (2

d, = (x - xn)z + (y - Yn)z

where d is the distance between scanner and tag, (x, y) is tag coordinated and (x;, ¥1) ... (X, J»,) are scanners

coordinate. By subtracting one by one the last equation from the other equations, the equations of the system
can be linearized to:

Ax=b 3)
where:
2(x1 - xn) 2(}’1 - yn)
A= : : 4)
2(xn—l - xn) Z(yn—l - yn)
X
X =|A 5
51 ®
xf—xi+y—yi+di—d}
b= : (6)
xrzz—1 - x% + 3’121—1 - )’r% + d% - drzl—l

The equations of this system can be solved by the least-squares (LSQ) method with the following formula:
x = (ATA)"1(4A"h) @)

where x is tag coordinate (x,y).
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The process of computing RSSI data to produce proximity data between tags is carried out with the
process steps illustrated in Fig. 10.

/ RSS! data /

v
1) Find distance between scanners and tags
(RSSI — RSSdg)
d=10 1oxn [eq. 1]

2) Filter
d<10

3) Find tags coordinate
coordinate = (ATA) " (ATb) [eq. 2-7]

4) Find distance between tags using
Euclidean distance

v
5) Find proximity between tags using
threshold distance < 2 meters

Fig. 10. Process of computing RSSI data to produce proximity

The computation process is carried out per RSSI data saved to a file per specified amount of time; for
example, the experiment time is set for 5 minutes, 10 minutes, or 15 minutes. RSSI data is used to calculate
the distance between scanners and tags, calculate tags coordinates, then calculate the distance between tags.
From the results of the distance between tags, proximity is determined based on the percentage of data with a
distance between tags < 2 meters (determined threshold) compared to all data at the specified time interval, in
this case, per specified amount of time. This approach is made because, from the results of previous
measurements, the statistical value of RSSI mode on the amount of measurement time (5 minutes, 10 minutes,
15 minutes) is quite consistent for measurements at 1 - 10 meters. Therefore, in step 2 of the RSSI computing
process, only data with a distance between scanners and tags < 10 meters continue the process.

3 RESULTS AND DISCUSSION
3.1 Results

The simulation uses 10 scanners that are mounted on the ceiling in an area of approximately 11x16
meters, and 4 tags are placed in that area to emit a signal that can be received by the scanner. From the
experimental results, the signal emitted by the tags can be read by all scanners at one time if the position of the
tag is still reachable by all scanners, and some cannot be read by scanners if the position of the tag is out of the
range of the scanners. The tags can be read by 10 scanners at a time if the tags are still within range of the 10
scanners. In order to deal with highly fluctuating signals, a percentage is used to determine proximity. The
percentage is obtained from the total distance between tags < distance threshold value, 2 meters, compared to
the total distance between tags at a certain time interval (total proximity/total event) and the percentage of
proximity duration compared to the event duration, if met > 80%, then the distance between these tags meet
the proximity conditions to determine the contact.

From the measurement results of the highly fluctuating transmission signal, especially for distances > 7
meters, it is impossible to determine the exact coordinates of the tags, and this affects the calculation of the
distance between tags to determine proximity.
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3.2 Discussion

Calibration needs to be done for all devices, both tags, and scanners, to ensure that the device produces a
proportional distance range. However, in this study, no device upgrades or improvements were made but
focused on measuring existing prototype devices and determining the feasibility of this system device solution
from the results of experiments and computations carried out to whether it can fulfill its objectives, namely, a
proximity-based COVID-19 contact tracing system devices.

In another study with the same approach where BLE beacons are used to localize people in the house and
place scanners at several points in the house, localization calculations using trilateration and fingerprinting
algorithms state that high accuracy was obtained [43]. Research by [60] concludes that beacon references
(scanners) can be determined which is more optimal by considering the relationships between beacons in
monitoring areas. In addition, some studies use Kalman filtering [22], [27], [30], [31], [33], [35] and k-nearest
neighbors (k-NN) [38], [39], [61], [62] to overcome transmission signal fluctuations that affect location
calculations to obtain more accurate results.

Our research has not considered the improvements made by other studies as mentioned above but rather
to test the feasibility and determine computational methods that can be applied to our proposed system. The
above studies and many others can be a reference for improving the system for better localization results.

4  CONCLUSION

The proximity-based COVID-19 contact tracing system devices can be developed as an alternative
solution to prevent the spread of the virus locally. Proximity can be obtained from the RSSI computing process.
If the signal strength emitted by each tag is stable and scanners capture the signal consistently. Further
development of this research is first from the Bluetooth technology side to find out whether upgrading the
Bluetooth version from 4.0 to 5.0 will obtain better and more accurate measurement results and adding an auto-
calibration mechanism to the device, second from the use of technology that can be applied for other purposes
such as detecting objects or people by bringing the scanners closer to the object or person being tagged, the
third improvement from the computational side to overcome errors in localization calculations.
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