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The requirement for a computer that is physically connected to a computer
network is to be able to access existing resources on a computer network in
the form of an IP address obtained statically or dynamically. On a static IP
address, there are not many problems that arise because it is loaded directly
into the computer, while for a dynamic IP address, security problems arise in
the form of a dynamic IP address sharing server in the form of DHCP Rogue.
The contribution of this research is to detect attacks on a computer network
and specifically to find out which computer networks are affected by DHCP
rouge-type attacks. The configuration that is added to the first router when
the network is hit by a DHCP rogue attack is to configure the main router, in
this case, the first router, and the switch used as a connecting device between
computers. configuration on both switches is done by snooping trust which is
useful for securing IP addresses to avoid IP attackers. This research was
conducted to find out if a computer network with a dynamic IP address was
attacked by sending files between computers. Files with the longest sending
time indicate an attack on the computer network. The method used in this
study is the ANOVA test with descriptive-based analysis. Based on the results
of the analysis, it is known that the average file transfer time on networks
affected by DHCP Rogue is higher than the average file transfer time on
normal and mitigated networks, and the significant value of the ANOVA test
results has a value of 0.004. In general, it can be concluded that there are
differences in data transfer when the network is normal, the network is subject
to DHCP Rogue, and the network has been mitigated with DHCP Rogue.
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1. INTRODUCTION

Computers that are connected physically or non-physically with computer networks are very vulnerable
to interference from within and from outside. Physically a computer connected to a computer network requires
transmission media and end devices. Non-physical computers connected to a computer network must have an
address known as an IP address. This address is entered into the computer in two ways, the first is entered
manually into the computer, and the second way is filled in by software that can be placed on a server or router
in charge of providing the address, which is known as the Dynamic Host Configuration Protocol (DHCP),
DHCP server can be applied to wireless router equipment [1], DHCP can also be implemented on a wireless
network [2], On a wireless network, the DHCP configuration process can use Behavior-aware Dynamic
Adaptive Configuration (BDCA) [3] and DHCP can also support internet networks from Internet Service
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Providers within 24 hours per week [4]. To secure DHCP when sharing IP can use OTP [5]. IP address
assignment using DHCP can be arranged to reduce DHCP overhead [6].

DHCEP is very vulnerable to interference and attacks, which will result in the provision of IP address
services to computers connected to computer networks being disrupted. Security disturbances in computer
networks can be monitored using wire shark software [7]-[10] Snort Intrusion Detection System (IDS) [11],
[12], in terms of access points can use the vemos D1 microcontroller [13] and use the round trip time method
[14]. In DHCP, security breaches can also occur in the form of starvation [15], spoofing [16], malicious DHCP
client attacks, and rouge [17], DHCP attack analysis in the form of flooding and starvation can be done using
a novel technique [18]. DHCP rouge can be detected using DHCP snooping [19],[20] which is legal software
placed on routers, servers, and access points. Monitoring and detection are needed to secure computer networks
from various kinds of attacks, but preventing attacks is also very necessary, DHCP security can be done with
AC Address Whitelist Authentication and DHCP Fingerprint Recognition [21]. DHCP that can be used to
prevent attacks on computer networks, namely SDHCP, provides [P address recovery services by placing a
distributed DHCP Server [22] and can also use a Virtual Local Area Network (VLAN) [23]. Prevention of
attacks on computer networks can also be done by applying cryptographic techniques [24]. DHCP attack
detection can be detected using a program made in Python [25]. How to detect DHCP rouge by creating an
algorithm on the Linux operating system [26]. DHCP starvation detection can be performed with Software
Defined Networking [27]. Identification of DHCP attacks can be done by combining ICMP and ARP [28§].
Examination of computer networks affected by DHCP snooping can be carried out using SSL stripping
techniques [29]. Attack detection against DHCP can also be performed with the Measurement inconsistent
discrete event system (MIDES) [30].

Computers that are affected by DHCP routing interference will get a different IP address from computers
that are not affected by the interference so that these computers cannot communicate with other computers in
the computer network. Detect processes on computer networks that have not been and have been hit by DHCP
rogue attacks by using file transfers between computers. Computer delivery speed data will be analyzed using
descriptive and ANOVA tests [31], descriptive analysis has also been used for Micro, Small, and Medium
Enterprises (MSMEs) [32], the Fintech Industry in Indonesia [33], and e-commerce [34]. The ANOVA test,
also known as the F test for MSMEs [35] has been used in performance speed [36], reasoning ability [37],
defining pixels[38], and machine learning [39], [40]. Research on networks affected by DHCP rouge attacks
by utilizing computers on the network to send files to each other whose speed data is analyzed descriptively
and an ANOVA test has never been done. This research is specifically to investigate DHCP Rouge attacks on
a computer network, the method used to investigate by sending files between computers and the time required
for sending is analyzed, this has never been done before

2. METHODS
The research process to be carried out is illustrated using a flow chart which can be seen in Fig. 1. The

initial stage of research is the identification stage or the beginning to be able to deal with certain problems or
conditions. The systems requirements stage is divided into 3 points which will be described, namely hardware
and software specifications, and research data needs. The system design stage is the stage of making software
used for sending files and recording the time needed. After the software is complete, the next step is data
collection. The data collected is in the form of speed in sending files between computers which will then be
analyzed in the next stage.

Our research has a hypothesis. namely that there are striking differences in data transfer on normal
networks, being attacked and mitigated. So, it can be formulated to prove whether there is a difference during
data transfer, namely:

1. Ho: There is no difference from data transfer when the network is normal, the network is exposed to
DHCP Rogue, and the network has been mitigated from DHCP Rogue performed to 30 clients using a
Cisco Router 2800.

2.  Ha: There is a difference from data transfer when the network is normal, the network is exposed to DHCP
Rogue, and the network has been mitigated from DHCP Rogue performed to 30 clients using a Cisco
Router 2800.

The network topology used in this research is to use 30 computers as clients who will receive file transfers
from the computer server. The task of the server computer is to transfer files to the client. All computers, both
client and server, are connected to form a LAN network using 2 switches. Then two routers, one acts as DCHP,
and the other acts as a router to provide fake DHCP addresses to clients as shown in Fig. 2.
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Fig. 2. Network Topology Design

3. RESULT AND DISCUSSION

The results of this research are in the form of software used to upload files and analyzed the results of
uploading. In Fig. 3, files are uploaded via the server computer to 30 client computers. The statistic page
provides information about the files transferred and how many users received the files. This page will
automatically move when pressing the transfer button on the file upload page.

Something that must be prepared before testing the software is the Router configuration. The
configuration carried out on this router is the configuration of the IP address on the Router port and the DHCP
configuration. This Router has 2 ports, namely fastethernet0/0 and fastethernet0/1. Each port is used to connect
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to other devices using a LAN cable. FastethernetO/1 port is configurated with IP address 192.168.10.1 and
subnetfastethernet0/1.mask.255.255.255.0. The results of this configuration are IP addresses on 30 client
computers that are filled automatically with results as shown in Table 1.

Haraalhe: 3

F1g3 Tested Research Software

Table 1. IP address Configuration Display

Z
e

Computer
Name

IP Address

Subnet Mask

WU h W~

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Client 1

Client 2

Client 3

Client 4
Client 5

Client 6

Client 7

Client 8

Client 9

Client 10
Client 11
Client 12
Client 13
Client 14
Client 15
Client 16
Client 17
Client 18
Client 19
Client 20
Client 21
Client 22
Client 23
Client 24
Client 25
Client 26
Client 27
Client 28
Client 29
Client 30

192.168.10.31
192.168.10.21
192.168.10.20
192.168.10.19
192.168.10.17
192.168.10.18
192.168.10.16
192.168.10.2
192.168.10.13
192.168.10.8
192.168.10.6
192.168.10.5
192.168.10.22
192.168.10.3
192.168.10.24
192.168.10.9
192.168.10.7
192.168.10.10
192.168.10.11
192.168.10.12
192.168.10.14
192.168.10.15
192.168.10.4
192.168.10.27
192.168.10.28
192.168.10.29
192.168.10.30
192.168.10.26
192.168.10.25
192.168.10.23

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

After configuring and transferring data for 4 file types, namely 1 Byte, 1 KB, 1 MB, and 1 GB on a normal
network (Normal) or has not been hit by a DHCP rouge attack. Then the network is subjected to a DHCP rouge
attack by setting the second router to be configured so that several client computers have different network
addresses. On networks affected by DHCP Rogue, the configuration on the router is almost the same as the
configuration on the main router but only uses 1 port to be connected to the switch, namely the fastethernet0/1
port configured with an IP address of 192.168.20.1 and subnet mask of 255.255.255.0. The configuration is as

follows:
1. Router>enable
2. Router#configure terminal

3. Router (config) # interface fastEthernet 0/1
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Router (config-if) #ip address 192.168.20.1 255.255.255.0

Router (config-if) #no shutdown

Router (config-if) #exit the rout

Router (config) #ip dhcp pool net2

Router (dhcp-config) #network 192.168.20.0 255.255.255.0

9. Router (dhep-config) #default-router 192.168.20.1

10.Router (dhcp-config) #exit

11.Router (config) #ip dhcp exclude-address 192.168.20.7 192.168.20.254

PR A

The display of the IP address affected by the attack is different from the IP address given by the main
router, the main router provides an IP with network 192.168.10.0, while the IP from the attacker router has
Network 192.168.20.0. Table 2 shows the IP addresses of several computers which are the results of the
configuration of the network that has been affected by DHCP Rogue.

Table 2. Display IP address After Attack
No. Computer Name  IP Address Subnet Mask

1 Client 7 192.168.20.5 255.255.255.0
2 Client 12 192.168.20.6  255.255.255.0
3 Client 23 192.168.20.3  255.255.255.0
4 Client 25 192.168.20.4 255.255.255.0
5 Client 30 192.168.20.2  255.255.255.0

Mitigation needs to be done by connecting devices between computers. The configuration added on the
first router when the network is hit by a DHCP rouge attack is to configure the main router, in this case, the
first router, and the switch that is used as a connecting device between computers. The configuration added on
the first router is as follows:

1. Router>enable

2. Router#configure terminal

3. Router (config) #ip dhcp exclude-address 192.168.10.32 192.168.10.254
While the configuration on both switches is carried out by snooping trust which is useful for securing IP
addresses to avoid IP attackers, The configuration on the first switch is as follows: :
Switch>enable

Switch#configure terminal

Switch (config) #interface fastEthernet 4/0/24

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 1

Switch (config-if) #no shutdown

Switch (config-if) #exit

Switch (config) #ip shcp snooping

9.  Switch (config) #ip dhcp snooping vlan 1

10. Switch (config) #interface fastEthernet range 4/0/1-15

11.  Switch (config-if) #ip dhcp snooping trust

12.  Switch (config-if) #exit

And the configuration on the second switch is as follows:

Switch>enable

Switch#configure terminal

Switch (config) #interface fastEthernet 5/0/24

Switch (config-if) #switchport mode access

Switch (config-if) #switchport access vlan 1

Switch (config-if) #no shutdown

Switch (config-if) #exit

Switch (config) #ip dhcp snooping

Switch (config) #ip dhcp snooping vlan 1

Switch (config) #interface fastEthernet range 5/0/1-15

Switch (config-if) #ip dhcp snooping trust

Switch (config-if) #exit

PHRINR W=

PRSI W=

— e \O
M=o
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After configuring and transferring data for 4 file types, namely 1 Byte, 1 KB, 1 MB, and 1 GB on a normal
network (Normal), a network that is attacked by DHCP Rogue (Attack), and a network that has been mitigated
from DHCP Rogue (Repair) then the results are as shown in Table 3, with N as normal or the network in an
unattended state, A as an attack, i.e. the network is under attack using DHCP rouge and R as repair, i.e. when
the attacked network is subjected to mitigation, these three conditions has units of milliseconds (ms). The result
of the data transfer has a N/A value which means that the data has been sent but did not arrive at the destination
so it has a value of 10800000 ms (3 hours) as a replacement.

Table 3. Transfer Data File On 30 Client Computers
Transfer file 1 byte  Transfer file ] Kbyte  Transfer file 1 M byte  Transfer file 1 G byte

Client No

N A R N A R N A R N A R
1 16 20 19 23 N/A 23 20 16 24 23 83 65
2 17 N/A 33 17 23 18 31 21 28 34 61 63
3 17 20 29 18 23 17 29 27 26 44 32 22
4 18 23 23 19 24 24 22 24 26 40 43 35
5 19 16 519 23 32 44 46 34 14 63 30 348
6 34 19 20 19 22 23 21 27 23 90 42 48
7 35 20 20 23 28 23 20 37 23 67 1032 41
8 49 N/A 24 44 19 34 35 27 15 90 N/A 79
9 30 25 24 20 18 22 22 29 24 85 402 51
10 56 25 23 14 18 24 20 28 40 44 N/A 98
11 39 19 21 20 N/A 714 21 21 46 31 181 59
12 18 29 24 19 20 16 21 26 25 96 81 26
13 18 19 25 23 N/A 30 31 N/A 28 113 N/A 99
14 17 N/A 26 28 21 20 25 68 38 142 85 42
15 23 16 22 20 28 23 43 49 21 57 N/A 85
16 17 21 29 20 23 19 32 42 32 72 41 41
17 19 20 20 18 25 17 44 55 24 775 N/A 72
18 20 21 33 22 29 18 25 N/A 36 94 27 36
19 21 23 20 20 20 22 24 45 33 23 29 37
20 19 36 13 32 20 23 27 57 41 115 109 83
21 21 19 15 23 N/A 32 30 40 30 41 71 29
22 22 20 18 21 21 24 26 N/A 29 94 90 40
23 22 22 15 17 19 27 26 34 24 571 94 50
24 22 21 19 21 35 15 23 39 22 54 39 38
25 21 N/A 26 25 21 21 20 N/A 22 87 25 63
26 56 25 23 19 34 22 29 65 28 153 46 46
27 44 20 23 21 19 24 29 30 27 54 117 20
28 61 N/A 24 23 26 25 24 N/A 23 106 26 23
29 20 15 20 21 N/A 20 22 28 26 646 33 67
30 22 17 27 25 27 24 28 43 37 34 31 39

The results of the transfer test of 4 files with different sizes in three different circumstances were then
analyzed descriptively to get the mean and median data as shown in Table 4. It can be seen that there is a slight
difference between the network in a state not being attacked and the network being mitigated due to the attack,
and a very big difference when the network is under attack using the DHCP route.

The next test is hypothesis testing. This test aims to determine whether there is a significant difference
when transferring data to 30 clients using a Cisco 2800 Router. The basis for decision-making is if the
significant value is 0.05, then Ho is accepted, while if the significant value is 0.05, then Ho is rejected. Ho:
there is no difference in data transfer when the network is normal, the network is under DHCP Rogue, and the
network has been mitigated from DHCP Rogue performed on 30 clients using a Cisco 2800 Router. Ha: there
is a difference from data transfer when the network is normal, the network is DHCP Rogue and the network
has been mitigated from DHCP Rogue performed on 30 clients using a Cisco 2800 Router.
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Table 4. Descriptive Analysis Results

Normal Attack Repair

N Valid 30 30 30

Missing 0 0 0
Mean 27.10 1800017.70 39.23
Std. Error of 2,434 747407,849 16,566
Mean
Median 21,00 21,00 23,00
Mode 172 20 20
Std. Deviation 13,332 4093721,384 90,736
Variance 177,748 1,676E+13 8233,082
Minimum 16 15 13
Maximum 61 10800000 519
Sum 813 54000531 1177

Based on the results of the analysis that has been made and then made in a table in Table 5, it can be
interpreted as follows:
1. Inthe 1-byte file transfer test, 0.004 is significantly smaller than 0.05, so HO is rejected.
2. Inthe 1 KB file transfer test, 0.004 is significantly smaller than 0.05, so HO is rejected.
3. Inthe 1 KB file transfer test, 0.004 is significantly smaller than 0.05, so HO is rejected.
4. Inthe 1 KB file transfer test, 0.004 is significantly smaller than 0.05, so HO is rejected.

Table 5. Anova Test
Anova Test
1 byte 1 KB 1 MB 1 GB
Sig. 0.004 0.004 0.004 0.004

After knowing that this application can perform data transfer and analysis, the research is continued only
to find out whether this application can detect other attacks. The attack that will be tested is a DHCP Starvation
Attack which is an attack on DHCP by spending all IP resources so that the client cannot receive the distributed
IP. Fig. 4 shows the graphical results of descriptive statistical analysis showing the data has a value of 150,
which means the data has a value greater than that value, this value is 10800000. Thus, this application is also
able to determine the network affected by the DHCP Starvation Attack.

110
60
o m I
Normal Attack Repair
B Mean

Fig. 4. Graph of Descriptive Statistics (DHCP Starvation Attack)

4. CONCLUSION

Based on the results of the study, it is known that the effect of being exposed to DHCP Rogue when data
transfer is indicated by data that cannot be transferred, then the data that cannot be transferred has a value of
N/A or a value of 10800000. The configuration carried out for research, to prevent the occurrence of DHCP
Rogue, a Snooping configuration is carried out Trust on the Switch is useful for securing the switch using the
IP Address that is used to avoid fake IPs. Calculations performed on 2 applications, namely the application
created and the SPSS application, show that there is a very high difference in the value of the data transfer test
when the network is exposed to DHCP Rogue than the normal network or the network that has been mitigated.
The application used for data transfer and data analysis in this study can perform data transfer and also data
analysis on networks affected by other attacks such as DHCP Starvation Attacks. For network managers, this
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research is very useful for preventive actions needed for handling based on the time it takes for files to be
received from the sending computer to the receiving computer.
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