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This paper aims to design and implement an IoT-based anti-theft security
system. The system uses fingerprint recognition technology to grant access to
a building only if the fingerprint matches the stored data. In case of
unauthorized access attempts, the system captures a photo of the person and
sends an immediate alert to the homeowner via the Telegram API. The
proposed paper methodology involves analyzing existing systems,
identifying research gaps, and developing a generally implementable
framework. The proposed system is implemented using Raspberry Pi as the
main control unit and incorporates components like the R305 Fingerprint
Recognition Sensor, Camera Pi for video surveillance, and additional
hardware for door control and sensor integration. Through practical testing,
the implemented system demonstrates reliable burglary detection and

notification capabilities, enhancing home or building security. Finally, the
obtained research results offer valuable insights for future developments in
anti-theft security systems.
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1. INTRODUCTION

Smart homes refer to residential spaces that are equipped with various interconnected devices and systems
that enable automation, control, and monitoring of household functions and appliances, as shown in Fig. 1.
These intelligent technologies allow homeowners to manage and optimize their living environment remotely
or through voice commands. Smart homes typically incorporate devices such as smart thermostats, lighting
systems, security cameras, door locks, and home entertainment systems that can be interconnected and
controlled through a centralized hub or smartphone application. This integration provides convenience, energy
efficiency, enhanced security, and the ability to customize and personalize the home environment according to
individual preferences. Smart homes are revolutionizing the way we interact with our living spaces, offering
greater comfort, efficiency, and peace of mind [1]-[8].

The security of smart homes is a critical aspect of their implementation. With the increasing number of
interconnected devices and systems, it becomes crucial to ensure that the data and privacy of homeowners are
protected. Smart homes face potential vulnerabilities, including unauthorized access to devices, hacking
attempts, and data breaches. To mitigate these risks, robust security measures must be implemented, such as
strong authentication mechanisms, encrypted communication protocols, regular software updates, and secure
network configurations. Additionally, homeowners should follow best practices like using unique and strong
passwords, enabling two-factor authentication, and being cautious while granting access to third-party
applications. Continuous monitoring and surveillance systems can also help detect and respond to any security
breaches promptly. By prioritizing security measures, smart homes can provide homeowners with peace of
mind, knowing that their living spaces are protected from potential threats [9]-[12].
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Fig. 1. Applications of smart homes.

Internet of Things (IoT) based security is crucial for protecting smart homes and their interconnected
devices. With the IoT technology, various devices and systems in a smart home can communicate and share
data, enhancing convenience and automation. However, this interconnectedness also introduces potential
vulnerabilities that can be exploited by malicious actors. [oT-based security focuses on implementing measures
to secure these devices and the communication networks they rely on. This includes measures such as robust
authentication and authorization protocols, encryption of data transmission, regular software updates, and
monitoring for any suspicious activity. Additionally, implementing firewalls, intrusion detection systems, and
secure gateways can help protect against external threats. By prioritizing loT-based security, smart homes can
ensure that the benefits of interconnected devices are maximized while minimizing the risks associated with
unauthorized access, data breaches, and privacy concerns [13]-[18].

The IoT structure comprises a network of interconnected devices, sensors, and systems that communicate
and exchange data. It is a complex ecosystem where everyday objects, such as appliances, vehicles, and even
clothing, are embedded with sensors, software, and connectivity capabilities. These devices gather and transmit
data over the internet, allowing for seamless integration and automation. The IoT structure typically includes
three main components: the devices themselves, the network infrastructure that enables communication, and
the cloud-based platforms or applications that process and analyze the collected data, as shown in Fig. 2. This
interconnected structure enables real-time monitoring, remote control, and data-driven decision-making. With
the IoT structure, businesses and individuals can harness the power of connectivity to optimize processes,
enhance efficiency, and create new opportunities across various industries [19]-[25].
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Fig. 2. Structure of IoT.

The research contribution in this work can be summarized as the design and implementation of a secure
and efficient system aimed at protecting homes as well as other institutions from the risk of theft. The proposed
system is based on two principal approaches: the first one utilizes fingerprint technology, while the second one
relies on cameras integrated with the Telegram app. When an attempted theft or tampering occurs, the camera
captures an image of the intruder and sends it to the homeowner via Telegram for security purposes.

2. UTILIZED HARDWARE
This part of the paper shows a brief introduction regarding the utilized hardware such as Raspberry Pi 3,
Fingerprint module, and Camera.
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2.1. Raspberry Pi

The Raspberry Pi 3 Model B is a single-board computer developed by the Raspberry Pi Foundation. It
features a quad-core ARM Cortex-A53 processor running at 1.2 GHz and 1GB of RAM, providing improved
performance for multitasking and responsiveness. One notable addition is the built-in Wi-Fi and Bluetooth
capabilities, eliminating the need for external dongles. It includes a 10/100 Ethernet port, four USB 2.0 ports,
HDMI and audio outputs, and a 40-pin GPIO header for connecting external devices. The Raspberry Pi 3 Model
B uses a microSD card for storage and is widely used in various applications, including home automation,
robotics, and educational projects, Fig. 3 illustrates the Raspberry Pi 3 kit [26]-[30].
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Fig. 3. Architecture of Raspberry Pi 3 kit.
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2.2. Raspberry Pi Camera Module 2

The Raspberry Pi Camera Module 2 is a compact and lightweight camera module designed specifically
for Raspberry Pi boards. It connects directly to the Raspberry Pi's CSI port, offering a hassle-free setup. This
high-quality camera module supports up to 8-megapixel still images and 1080p video recording, thanks to its
fixed-focus lens. It provides a versatile range of features, including adjustable focus, exposure, white balance,
and image effects. The module also supports different capture modes like burst mode and time-lapse and can
be programmed using Python or other languages for image capture or video recording. By integrating the
Raspberry Pi Camera Module 2, users can effortlessly add camera functionality to their Raspberry Pi projects.
It finds common applications in surveillance systems, video streaming, computer vision projects, and more.
With its compact size and compatibility with Raspberry Pi boards, this camera module is a popular choice for
capturing high-quality media in various projects; Fig. 4 shows the Raspberry Pi Camera Module V2 [31]-[35].
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Fig. 4. Raspberry Pi Camera Module V2.

2.3. Fingerprint Module

The R305 Fingerprint Recognition Sensor is a biometric sensor used to capture and identify fingerprints.
It employs optical scanning technology to capture high-resolution fingerprint images and extract distinctive
features for authentication purposes. With its advanced algorithm, it can swiftly and accurately verify an
individual's identity based on their fingerprint. The sensor includes features such as fake fingerprint detection
and support for storing a large number of templates. It can be effortlessly integrated into diverse projects and
systems through standard communication protocols. In summary, the R305 Fingerprint Recognition Sensor
offers a dependable and secure solution for fingerprint-based identification and authentication. Fig. 5 shows
R305 fingerprint module [36], [37].
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o
Fig. 5. R305 fingerprint module.

2.4. Servo Motor

The SGI0 servo is a small, lightweight, and affordable servo motor that finds widespread use in robotics,
RC (remote control) vehicles, and various electronic projects. It is a compact motor capable of rotating within
a specific range, typically around 180 degrees. The SG90 servo is renowned for its precise positioning and
relatively high torque considering its size. It operates by responding to a control signal, usually a PWM (Pulse
Width Modulation) signal, which determines the desired position of the servo shaft. Based on the control signal,
the servo motor adjusts its position, allowing for precise control over angular movement. The SG90 servo is
user-friendly and compatible with a variety of microcontrollers and development boards. It is commonly
employed in tasks such as controlling robotic arms and steering mechanisms. Fig. 6 shows a micro servo motor
with a pins configuration [38], [39].
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Fig. 6. Micro servo motor.

2.5. Magnetic lock Sensor

The magnetic door sensor is a vital component of your anti-theft system, specially designed to detect the
opening and closing of doors or windows. It comprises two parts: a magnet and a sensor, as shown in Fig. 7.
When the door or window is closed, the magnet is in close proximity to the sensor, generating a magnetic field.
If the door or window is opened, the magnet moves away from the sensor, interrupting the magnetic field and
initiating an alert signal. This sensor plays a crucial role in detecting unauthorized access and activating the
security system to prevent burglaries or break-ins [40], [41].

3

Fig. 7. Magnetic lock sensor.

3. SYSTEM DESIGN AND IMPLEMENTATION

This section of the paper discusses the study area and methodology utilized in developing the anti-theft
system. The proposed system incorporates various sensors, such as motion sensors and door sensors, to detect
unauthorized access attempts. The system utilizes a fingerprint recognition module to grant access solely to
authorized individuals. If an unauthorized person attempts to access the building, the system captures a photo
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of them and sends an alert to the administrator via the Telegram API. Furthermore, we will elucidate the
algorithm employed in the anti-theft system process. This chapter offers a thorough analysis of the implemented
IoT-based burglary detection system. The chapter then proceeds with a detailed examination of the obtained
results. Lastly, the chapter concludes by emphasizing the significance of the obtained results and their
implications for future advancements in anti-theft and security systems. Overall, this chapter serves as a
comprehensive overview of the system's implementation, providing valuable insights into its performance,
reliability, and potential for further development.

3.1. Proposed Methodology
The methodology that is used to create the proposed loT-based burglary detection system can be

summarized as follows:

a) System Design: The system architecture and components are designed based on the requirements and
objectives of the project. The integration of the Raspberry Pi, Camira Pi, fingerprint recognition sensor,
servo, and other tools is carefully planned.

b) Hardware Setup: The hardware components, including the Raspberry Pi, Camira Pi, fingerprint
recognition sensor, servo, buzzer, magnetic door sensors, Pi UPS power, breadboard power supply,
and 9V battery, are connected and configured according to their respective specifications.

c) Software Development: Software programs and scripts are developed to enable communication
between the hardware components, perform fingerprint recognition, capture video footage, detect
unauthorized access, and send real-time notifications.

d) Testing and Validation: The system is tested extensively to ensure its functionality, reliability, and
accuracy. Various scenarios and situations are simulated to evaluate the system's performance and its
ability to detect and respond to unauthorized access attempts.

e) Implementation: The fully functional system is implemented in a residential setting, where it is
deployed to monitor the premises and provide real-time burglary detection and notification
capabilities.

By following this methodology and utilizing the specified tools and components, the IoT-based burglary

detection system has been successfully developed and implemented, as presented in the next sections.

3.2. Proposed System Architecture

The system architecture of the proposed anti-theft system consists of four main components: the
fingerprint scanner, the Raspberry Pi, the camera module, and the Telegram API. The fingerprint scanner
module is responsible for scanning the fingerprint of an individual seeking access to the building. It is
connected to the Raspberry Pi, which acts as the main processing unit of the system. The Raspberry Pi controls
the flow of data between the various components of the system.The camera module is utilized to capture images
of individuals attempting to gain unauthorized access to the building. It is connected to the Raspberry Pi and
is triggered when the fingerprint scanner module detects an unauthorized individual. The Telegram API is
employed to send alerts to the building owner in case of unauthorized access. The Raspberry Pi is connected
to the Telegram API and sends a notification to the owner's phone when an unauthorized individual is detected.
The proposed system is designed to be adaptable and scalable, allowing customization to meet the specific
needs of different buildings. It can also be easily integrated with other security systems. The use of open-source
technologies such as Raspberry Pi and the Telegram API makes the system cost-effective and accessible to a
broader range of users.

3.3. System Implementation

The implementation of the anti-theft and security system involved integrating hardware and software
components to achieve the desired functionality. The hardware components utilized in the implementation
included a Raspberry Pi microcomputer, a fingerprint sensor module, a camera module, and a Wi-Fi module.
The software components encompassed the Python programming language, OpenCV library for image
processing, Flask framework for web development, and the Telegram API for real-time notifications.The
fingerprint sensor module captured fingerprints and stored them in a database for verification purposes. The
camera module captured images of any unauthorized access attempts, which were then processed using
OpenCV to detect human faces and trigger the system's alert function. The Raspberry Pi microcomputer acted
as the central processing unit, receiving inputs from the sensors and processing them to trigger appropriate
outputs. The Wi-Fi module facilitated the system in sending real-time notifications to the house owner/member
through the Telegram API. The system was implemented using the Model-View-Controller (MVC)
architecture, with the Raspberry Pi as the controller, the fingerprint sensor and camera modules as the models,
and the Flask framework as the view. The MV C architecture ensured the separation of concerns and modularity
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of the system components, simplifying maintenance and scalability. The implementation of the anti-theft and
security system progressed in phases, with each phase involving testing and validation of the system's
functionality. The first phase entailed implementing the fingerprint sensor module and the database
management system. The second phase involved implementing the camera module and the OpenCV image
processing library. The third phase focused on integrating the hardware components and the Flask framework.
The final phase encompassed testing and validating the entire system, including real-world scenarios. The
implementation of the anti-theft and security system was successful, as it effectively detected and prevented
unauthorized access attempts in real-time. The system's modular architecture facilitated ease of maintenance
and scalability, while the use of open-source software components made it cost-effective and customizable,
Fig. 8 shows the implanted system.

e —— L

Fig. 8. Implanted prototype for the proposed system.

After completing the installation of the Raspberry Pi and ensuring its readiness for work, including photo
capturing and face recognition capabilities, the next step is to create a Telegram bot. This bot will enable us to
receive pictures from the Raspberry Pi for further processing. To create the bot, we can utilize a service like
BotFather, which offers a user-friendly interface for creating and managing Telegram bots. Using BotFather,
we generate a unique token for our bot, which serves as its identification. We copy the generated token and
paste it into the appropriate location within our code. This token will be utilized to establish communication
between the Raspberry Pi and the Telegram platform. By creating and configuring the Telegram bot, we enable
the Raspberry Pi to send pictures and relevant notifications to the designated Telegram account. This facilitates
real-time monitoring and alerts for security purposes. Once the Telegram bot is set up, the Raspberry Pi is
ready to send photos to Telegram. Whereas the necessary library for interacting with the Telegram bot has been
installed, and the token has been included in the code.

There are two separate code files for different functionalities. The first file is responsible for running the
face recognition process in the background. It captures images from the camera and detects faces in those
images. This file operates continuously to identify faces and perform subsequent actions. The second file
focuses on fingerprint recognition. It serves as the user interface, allowing users to input their fingerprints. If a
matching fingerprint is found, the system will grant access by opening the door.

Within the fingerprint recognition file, the user will come across four options displayed on the screen. To
initiate the fingerprint enrollment process, select the option labeled "enroll." The program will prompt user to
enter a name and position his hand accordingly. Once user ready, it will capture an image of his hand.Next, the
program will instruct user to place his finger onto the fingerprint sensor. It will continue capturing images of
his fingerprint until it obtains an accurate representation. The captured fingerprint image will be saved on the
desktop, as indicated in Fig. 9, and the fingerprint data will be stored within the fingerprint device for future
recognition purposes.

In the second scenario, when selecting the "find" option within the fingerprint recognition file, the
program will prompt the user to remove his finger from the sensor. Upon doing so, it will proceed to verify the
captured fingerprint against the stored fingerprint data. If a match is found, indicating that the fingerprint
belongs to an authorized individual, the program will proceed to open the door and display two images. The
first image will show the person who enrolled in the fingerprint, providing visual confirmation of their identity.
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The second image will be displayed alongside the person's name, indicating a successful match between the
fingerprint and the enrolled user.
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Fig. 9. Enrollment for fingerprint.

In the second program, the face recognition tool processes the captured image to detect and identify faces,
as shown in Fig. 10. When a face is successfully recognized, the program retrieves the corresponding name
associated with that face from the database. Subsequently, the program utilizes the Telegram bot to send a
message containing the person's name to a specified Telegram account or group. This notification or alert
informs the user that a face has been detected and recognized. By integrating the face recognition tool with the
Telegram bot, the system enables real-time notifications and offers the capability to remotely monitor and
receive updates on recognized individuals.

s trigg

Mokhaled Recognized

Fig. 10. Telegram Camera Bot response.

4. CONCLUSION

In conclusion, the IoT-based burglary detection system presented in this paper has effectively addressed
the limitations of traditional security systems and provided a reliable and efficient solution to enhance home
security and prevent burglaries. The system utilizes fingerprint recognition technology to grant access to the
building only when the person's fingerprint matches the one stored in the system. In the event of an
unauthorized access attempt, the system captures a photo of the person and sends an alert to the administrator
using a Telegram API-programmed interface. The implementation and testing of the system have demonstrated
its effectiveness in detecting unauthorized access and providing real-time alerts to homeowners/members.
Moreover, the system is designed to be easily deployable, customizable, and affordable for average
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homeowners. However, certain limitations and challenges were identified during the implementation phase,
such as the requirement for a stable internet connection and potential issues with false alarms. These challenges
can be addressed in future work by incorporating additional sensors and detectors and refining the algorithm
employed in the anti-theft system process. Overall, this project has made a valuable contribution to the field of
home security systems by developing a reliable and efficient IoT-based solution. Future work can focus on
enhancing the system's accuracy and reliability, integrating it with other IoT devices, and exploring its
applicability in various settings, including commercial buildings and public areas.
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